
February 3,2010

VIA ELECTRONIC COMMENT FILING SYSTEM (ECFSl

Ms. Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, SW
Suite TW-A325
Washington, DC 20554

RE: EB Docket No. 06-36 - CPNI Certification and Accompanying Statement

Dear Ms. Dortch:

On behalf of West Texas Rural Telephone Cooperative, Inc., please find the attached annual
CPNI certification and accompanying statement which is being filed pursuant to Commission
Rule 64.2009(e).

Should you have any questions or need further information, please contact me at (512) 343
2544.

Sincerely,

~
Jean Langkop
Authorized Representative of
West Texas Rural Telephone Cooperative, Inc.

JLjpjf

Attachments

cc: Best Copy and Printing, Inc (via email FCC@BCPIWEB.COM)
Mr. Thomas A. Hyer, West Texas Rural Telephone Cooperative, Inc.



M.i.1rlene H. Dortch, Secretary
Federal Communicatiol1s Commissiol1
Office of the Secret~u'Y

445 12th Street. SW
\\fashingt.ol1. DC 20554

Amnutl47 C.F.R. § 64.2009(e) erNI Certification
ED Dllckct 06...36

Annual 64.2009(e) CPNI Certification for 201 0 covering the prior calendar year Z009

Date ofexecution: January 21~ 2010

Name ofCompany covered by this cerlificatiOll: 'Vest TeXJ1S Rural Telephone Coop., Inc.

Form 499 Filer ID: 802356

Name ofOffic·ct' signing: Deli Osborn

Title ofOfficer signing: Secretary

I, Bcn Osborn~ certify,t.hat 1am an officer of the Company named above, and acting as
an agent of the Company, that· I have personal knowledge tbat the Company has establisbed
operating procedures that arc adequate to ensure compliance with the Commission's CPNI rules.
See 41 C.F.R § 64.2001 et seq.•

Attached to this eerdtlcatkm is an accompanying statement explaining how the
Company's procedures ensure that the Company is in compliance with the requirements
(includillg those matldating the adoption of CPNI procedures~ training. record keeping. and
supervisory review) set forth iu'section 64.2001 el seq.. ofthe Commission's rules,

The company bas 110t taken actions (te., proceedings instituted or petitiol1s· filed by a
compan)' at .either state commissions, the court system, or at tb.e Commission against data
brok.ers) against data brokers in the past. year.

The Company lIas not recehred any' customer complaints in tbe past year concerning the
unauthorized release ofCPNI.

1'he company represents and warra,nts that the above c·ertification is consistent \'tith 47.
C.P.R. § 1J 7 ,,,'hich requires truthful and accurate statements to the Commission. The company
also acknowledges that false statements and misrepresentations to the Commission are
punishable under Title 18 of the u.s. Code and may subject it to enforcemel'lt!liction.

Signed 8-
cc: Best Copy and Printing, Inc,



Exhibit 1
"VEST TEXAS RURAL TELEPHONE COOl'''., INC.

STATEMENT EXPLAINING HO\" THE COMPANY'S OI)ERATING PROCEDURES
ENSURE COMPLIANCE "\'ITH THE FCC'S erNI RULES

I. Customer Proprietary Net\vork Information ("ePNI")

CPNI is defined in Section 222(1) of the Communications Act as (A) infomlation that relates
to the qualltit;', technical configurationI type,. destination, and aUlount of use of a
telecommunications service subscribed to by any customer of a teJeconunullications carrier,
and that is made 3'1laUable to the carrier b):' the customer solely by virtue of the carrier
customer relationship; and (a) infonnation contained in the hms pertaining tn telephone
exchange service or telephone toll service received by a customer of a calner (except tb.3<t
CPNI does not include subscriber Ust infonnation),

GeneraU)', CPNI includes ,personal information regarding a consumer's use of Ilis or her
teleconununi.cations services:. CPNI encompasses information such as: (a) the telephone
numbers called b)' a eons\uner; (b) the telephone numbers c:aJUng t\ custome.r; (c) the time~

location and duration of a COllsuuu:,r!s outbound and inhotmd phone caUs. and (d) the
telecommunications and information services pllJ1:hased by at consumer.

Can detail information (also known as "cali records!l) is at category of CPNI that is
particu]arl~' sensitive from apri\lacystandpoint 1n1d that. is. sought by pretexters j hackers and
other unauthorized entities for illegitimate purposes, Can detail includes tmy i.n.formation
thatperta.insto the tram.mission ofa specific telephone' taU. including the number caUed (for
ombound calls), the numberfrom which thecaU \vas placed (for inbound CSiUS), and the date.
time, loc8tion and/or duration of the cnll (for aU cnUs),

11, Usc and Disclmmrc of CPNI Is Restricted

'nle C('nnpan~T recognizes that CPNI includes information Un'll is personal nnd individually
identifiable, and thntprlvacy concerns bave led Congress and the FCC to impose restrictions
upon its use altd disclosure, and upon the provision of access to it by individuals or entiti.cs
inside and outside the Company,

'1110 Company has desi.gnated a CPN! Complitmce Oft1eer \vho responsible ror: (1)
cOlumunicadngwith the Company's attorneys and/Ol' consultants regarding CP1\TI
responsibilities, requirements and restrictions; (2) supervising the training of Company
emplo)'ces and \\Tho use or ha've access to CPNI; (3) supervising the use, disclosure,
distribution or access to the Company's CPNI by independent contractors andjoi.nt venture
partners; (4) maintaining records regarding the use ofCPNI in marketing campaigns; and (5)
receiving, reviewing and resolving questions or issues regarding use, disclosu.re, distribu.tion
or provisl.on of access to CPNI,



Cornpanycmploj-'ees and agents that may deal with CPNI l1avc been informed that there are
subsUll1tial federal restrictions upon CPNI use, distribution and access. In order to be
authorized to use 01' ~Iccess the Companjt's CPNI, employees and agents must receive
training '\'1th respect to the requirernelus of Section 222 of the Ccm:lmunications Act and the
FCC's CPNI Rules (Subpat1. U of Part 64 of the FCC Rules).

Before an agent, independent contractor or joint \'cntllre partner may receive or be allowed to
aCcess or use the Company's CPNI, the agenPs, independent contractor's or joint venture
partner's agreement with the Comrumy must contain provisions (or the Company and the
agent, independent contractor or Joint venture partner must entcr into an additimud
confidendaUty agreemelltwhich provides) that: (a) the agentt independent contractor or joint
venture partner lll.ay use the CPNI only for the purpose for whIch the CPNI has been
prov.idcd; (b) the a.gentJ independent contractor or joInt venture partner ma)'not disclose or
distribute tbe CPNI to, or ,allo\\' access to the CPNI by~ any other part}' (unless the agent,
independent contractor or joint venhlre partner is expressl)· and speeificaU)' required to do so
by. a court order); and (e). the agent, independent contractor or joint venture partner must
Implement appropl'late and specific .safeguards acceptable to the Company to ensure the
confidentiality ofthe CompanY'Ii CPNl.

1,The Company rna)', after receiving an appropriate ""ihten request 1'1'0111 a customer,
disclose or provide the customer's CPNI to the customer by sending it to the customer's
address or record. Any and aU such customer requests: (1) must be made ill \vriting; (2) must
include the customer's correct billing mune and address and telephone number; must
specify \\'11at t)l'c or. typesof CPNI must be disclosed orprovided; (4) must specIf),
the time for which the CPNI must be disclosed or provided; and (5) must be signed by
the customer. 'I'be Company \\!ill disclose CPNI uponnffirmative written request bj' the
eustonlcr to. any .person designated by the custOlllCf, but on.l)' after Ute Company caUs the
customer~ S telephone num·~er of record and/or sends a notiticadon to the customer's address
ofrecord to verlfythe accuraeyoftbis request.

The Company wiU provide a customer's phone records or other CPNI to ala""
enforccmellt agency itl accordance \\-;tb applicable legalre,quirements.•

Sincc. December 8. 2001, the Company retains aU customer passwords and ushared
secret" question~mlswer combinations in secure files that may be accessed only b)f author1zed
Company empIo~fee.s who, need such information in order to authenticate the identit)f of
customers requesting caU detail information over the telephone,

4. Since December 8, 2001~ Compau)' employees authenticate an telephone requests for
CI'NI in the same manner whether or not the CPNI consists call detail infonnation. That
is, Company employees must: (a) be furnished the eustomer's pre-estabUsbed password (or
Correct answers to the back-up "shared se,cree' combinations); .(b) send the requested
h1formation to the eustouler':s postal or electronic "'address ofrecordn (see def1nidon above);n



Of (e) can the customer back at the customcr~s "telephone number of record~l (see definition
above) \:llitb the l'cquested infoffi'uttion.

Ifa customer subscdbcsto mUltiple services offered by the Compan)' and am af11Uutel the
COmpi.U1Y is Jlcrmitted to share the eustmner"s CPNI regarding sueh services \\'itb its affiUate,
If a customer does notsubscdbe to any telecommunic,atioos or non-telecommunications
sCfviccsoffered by an affiliate, the Company is not permitted to share the customer's CPNI
with the affiliate wilbout. tile customer~s consel1itpursuanl to the a:ppropriate notiee and
approval procedures set forth in Sections 64.2007, 64.2008 and 64,2009 of the FCC's Rules.

6. When an existing customercaUs the Company to inquire about or order ne\\', additional or
modified services (Ill-bound marketing), the COmpll11y ma), use the customees CPI\"] other
thancaU detaU CI'NI to assist the customer for tbe duration of fbe customer's can if the
Co.mpany provides theeustomer witll the ond notice required by Sections 64.2008(0) and
64.2008({) ofthe FCC's Rules and after the Company autbenticates the customer.

Since Deeem~ber 2007, the Company discloses or releases. call detail information 1,0

customers during customer..iniUated telephone contacts only when the customer provides a
pre,,~stabnshed password,.. If the. customer does not provide .. a password, .call. detail
information is releas.ed on,}}' by sending it to the customer's addres.s of record' or by the
carrier calling the customer ,at the telephone number of record. If the customer able to
provide to the' COlltpany during a custmrier-initiated telephone call, all of the caU detail
information nccess~' to address a customer service issue (i.e",. tbe telephone number caned,
when it \vascaUed, and, if applicable, the amoutlt charged for the call) without COnlp811)'
assistance, then the Company· may take routine customer service actions related to such
biformation, (However,. under tbis circumstance, the Compan,y ma)' not disclose t'O the
custol11cr any can detail infomlation about the customer account other than the caU detail
information that tbe customer provides 'without the customer first providing a password!)

1. The Company basadoptcd a policy that it does not and ,-,,,,ill not use, disclose! or permi.t
access to CPNI. in connection with Compauy..initiated marketing serviees to which a
customer does not already subscribe from tbe Company (out-bound marketing),

8, .'. TIle. Conlpany maintains appropriatepapcr and/or electronic records that allow its
emp]oyees~ independent cO,ntmctors and joint vcntmepartners ,to clearly establish the status

each customer~s Out-out andlor Opt",In allprovals (if any) prior to use of the customer's
CPNI. These records incluae: (1) the date(s) ofan)' and aU of'the custooler's deemed Opt"out
approvals and/or Opt-In approvals I together ,,,"Ith the dates of any modifications or
l'e;lloe~tions ofsuch approvals; and (Ii) the t)'pe(s) of ePNI usc, access, disclosure and/or
distribution approved by tbe customer,

9, Before a customer"s CPNI can be used in an out-bllund marketing acth'Ity or campaign,
tbe, Company's records must be checked to detennine tbe stutusof tbe customer.':; CPNI
approvaL Company employees, independent contractors and joint ventl,ue partners are



required to notify the CPNI Compliance Officer of any ac;cess, 8CCUrnC)' or security problems
they encounter with respect to these records.

If new~ additional or extended approvals are necessary, the CPNI Compliance Officer \\fill

determine whether the Compant's ~lOpt,.OutePNI Notice1
' or "'Opt-In CPNI Notice" must be

used 'with respect to various proposed out..bound marketing acth'ities.

10. The CI'NI Compliance Officer ,,\1m maintain a record ()( e~u~h out-bound marketing
aclhlity 01' campaign~ including: (il a description of the campaign; (til the specific CPNI that
was used in tbe campaign; (Hi) the date and purpose of the eampai.gn: and (iv) what products
and servh::es were offered as [')art of the ca~mpaign, This record shaH be maintained for a
minimum ofone )tear.

11 ..•Tbe Compan1ls employees and billing agents ma)'usc CPNE initiate, render,.biU cmd
coHcet for tcleeommunicationsser1tices, The Company may obt.ain infonnndon from new or
existing custolllerS that rna}' constitute CPNI as part of applications or requests for new,
additi()nal or modified services. and .itscmplo)'ees and agents may use such customer
infomuuion (without further customer approval) to initiate and provide the services.
likewIse, the Companj"'s employees and biUing agents may use customer ser,\,rice and calling
records (without.custo,mer approval): (a) to biU customers for services rendered to them; (b)
to investigate and resolve disputes \'I'1tl1 customers regarding their bUls; and (e) to pursue
lcgal.arbitradoll, or other processes to collect late or unpaid 'Oms from customers.

The Compal'ly1s emplo)'ees and agents may use CPNI \\'ithout customer approval to
proteet the Compants rights or property~ and to protect users and other Camel'S from
tiaudul.ent, abusive or iUegalu.se of Cor subscription to~thc telecommunications service from
'which the CPNI is derived.
Because aUcsations (~nd in\'estigations of fraud, abuse and megal use constitute very
sensitive tl'laUel"S, any access, use, disclosure or distribution of CI'NI pursuant tOlbis Section
must be expressly appro\ted· in advance and in writing by the Compan.y'.s CPNJ Compliance
Officer.

13. The Compamy's emplo}'ees~ agents, independent contractors and joint vent\lre partners
milj'NOT use CPNI to ide~tify or track customers who have made caUs 01' received caUs
from, competing carriers., Nor ma)' the Company's employees, agents, independent
contractors or joint venture partners use or disclose CPNI for perso,m\l reasons or profit.

14... Company policy mandates tbat files containing CPNI be maintained in a . tl1anner
stich that they camnot be us~d. accessed, disclosed or distdbuted by unauthorized individuals
or [nan ullautborixed marmer,

I Paper files containlng CPNI are kept in secure areas. and may 110t be used~ removedt or
copied in an tmauthodzed mamler.



16. Company employees,. agents, independent contractors and joint venture partners are
required to nodfy the CPl\'! COlllpHanee Ofncer of any access orsecurit)· problems they
encounter \vith t"espcct to files containing CPNI.

i The Company may penni! its customers to establish online accounts~ but must require an
appropriate pas5\:l,'ord to be furnished by the customer before he or she can access: any CPNI
in Ids or heronl.ine aCCOlll1t, Since December 8, 2001, pass'l.vords may NO~r be bIlsed upon
readily obtainable biographical informatl.on (e,g" the custolner's nalne, mother's maiden
n~lmet social security number or date of birth) or account information the customer's
telephone number or address).

IS, Since DecemberS, 2007, custon'l.crs ma}f obtain am. initial or rephlcement password: (i)
the)' come in person to the Company's business office, produce a driver's license, l,assport or
other govemm.ent~issued identification verifying tbeir identity, andcorrcctl}f ans,..rcr certain
questions regarding tbeir'service and address; or (ii) if they can a specit1ed Company
telephone nwnber from their telephone number of record, l.n1d tlumwait at that number untU
a Company representative ,caUs them back and obtains correct answers to certain questions
regaroingthlilir service and address,

I9, Since December 8, 2001, the Cornpany \"ilI 110tifY customers immediately of certain
changes in their accounts that may affect privacy or stcudt3" matters.

a. The t)fpes ofchanges that require immediate notification include: (a) change or request
for chamge of the cuslomel"s pass\,tord; (b) cJ1l'tnge or request for change of the
customer's address of record; (e) change or request for change of any significant elen:u:nt
of the customer~s online account; and (d) a caange or request for change to the
customer's responses with respect to the back~up means of authentication for lost or
forgotten: pass\\'ords,

b, The nodee nl,ay be provided bjt: (n) a Company call or voicenlaH to tbe cnstomer's
telephone number of r~cord; (b) a Compan,y text message to customer's telepbone
.flumberof record; or (e) a '\Ifitten notice mailed to the customer's address of record (to
the customer's prior address of record if the cl1ange includes a cbange in the customer's
address ofrecord).

c. The notice must identify onl)' the general type of change and must not reveal the
changed infonnatiofl.

d. The Company employee or agent sending the notice must prepare and furnish the
CPNI Compliance Officer a memorandum containing: (a) the name, address of record,
and telephone number ofrecord of the customer notified; (11) a COP)!' Or tbe exact wording
of the· text message, \"Thten notice, tdeplume nlcssage or voicemail message comprising
the notice; and (0) the date and tim.e that tbe notice was sent.



20. Since December 8,2007, t.he COmpan}F must provide an initial notice to bnN ellforcement
and a subsequent notice to the customer if a security breach results in the disclosure of the
customer's CPNI to a tlti.rd party '\vitbout the customer's authOlization.

a, As soon as practicable (and in no event more thall seven (7) da)fS) after the Compau;'
discovers that a person (without authorization or exceeding authol'izati(m) has
intentionaU)' gained access to,used or disclosed CPNI, the C011'lp~ln,)' must pr(wide
electronic notincad011. of such breach to the United States Secret SerVice audto the
Federal Bureau of Investigation via a central reporting fncUity accessed through a link
maintained b}' the I~CC at lltig=IIv,'\\'w.fcc.aovJeblcgni.

2LSince December 8,:Wq7, the Company wm provide cus10mers with accessto CPNI at its:
retail locations if the customer presents a va]idphoto ID and the valid photo 10 matches the
name on tbe account.

22. Since December 8,2001, the Company takes reasonable measures to discover and.protect
against activity that is indicative of pretex.ti.ng including requh'ing Company employees,
agents, independent eontractol'S and joint venturepactners to nodfy the CPNI Compliance
Officcr imlnediatel)' by voice. voicemail or email of:. (a) any suspicious or unusual caU
requesting neuslO1ner's c~n dctaU information or oth.er CPNI (ifll:;Judiug acaU where the
caller furnishes an incol1cc.( pass\¥ord or incollect answer to one or both of the '!sbared

questicm-answer combinations); (b) any suspicious or unusual attempt by an
individual change a customer's password or account information (inclUding providing
in~dequate .or inapl,ropri~te identification or incorrect "address or record," "telepbone
number of recordH or other significant service infonnation); (c) any. and aU discovered
instances where access to the Company's electroni,e files or databases containing pa.sswords

CPNI was denied due tp the provisioll of incorrect rogins and/or passwords; and (d) .any
complaint hy aeustomer of unautllorl.zcdor inappropriate use or disclosure of his or· bel'
CPNL The CI)NI Compliance Officer ,Yin request further information ill \Witblg, and
investigate super~,'ise the investigation of; any incident or group. of incidents Umt
reasonably appear to entmlpretexting,

IV. ePNI Complhtn.ce Officer

In addition to the specific matters required to be reviewedaud approved by tbe Company's
CPNI ComplIance Officer,temployees.and agents, il1dependcnt.contmctors nndjoint venture
partners are stronglyem::ouraged t() bring any and aU otherquesuons, issues or uncertainties
regarding the use, disclosure. or access to CPNI to the attention of the Company's CPNI
Compliance Officer foraPl'foprlate inv:esdgation; review and. guidlm.ce. The extent to whieh
a particular eml'loj"ee or. agent brougbt a CPNI matter to the attention of the CPNI
COmpliance Officer and received appropriate guidance is a· material consideration in any
diseipUnary action brought'againsr the emploj'ee or agent for imper:rnissible· use. dIsclosure
Of access to CPNI.

V. Disclplbull")' Proeedul'es



The Company has i111ol1ued l.ts employees and agents, independent eOlltmctors and joint
venture partners that h considers compliance ,~,'1th the Communications Act and FCC Rules
regardi.ng the use, disclosure, and access to CPNI to be very important.

Violation by Compan>' emplojrces or agents of such CPNI requirements \\lm lead to
disciplinary action (including rcnl·edial training~ reprimands. unfavorable performance
revlcwst probation, and termlnatl,on), depending upon the circumstances of the violation
(including the severit)' of. the violation, whether the violation ",las a first time or repeat
violatioll,whether allpropnate. guidance was sought or received 11:oJn the CPNI Compliance
Office);\ and the extent to which tbe violation \\'as or was not deliberate or maUcious),

ViolatIon by Company independent contractors. or joint ventU1~e partners of such .CPNI
requirements will lead to prompt d.isciplinary action (up to and including remedial training
and termination oftlle contract).


